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Leczon Rundown

Objective:
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with Supplies Needed

Vocab Words

CYBERSLAMMED

Students are introduced to the concept of a common tactic called 2
Digital Pile On, which uses group intimidation to single out an indi-
vidual in a digital environment.

Students will be able to:
* understand relational aggression tactics better in an online
setting;
*  make deliberate choices to communicate positively or nega-
* assess how to defend themselves ethically and legally in
escalating situations;
*  practice mental calmness in the aftermath of a Digital Pile On.

The Understand, Combat, and Transform sections are structured to
be conducted within a typical classroom requiring 30-40 minutes of
lesson time. The Prevent sections may require 30-60 mimutes as they
go more in-depth and may prompt more conversation. Total esti-
mated time for the Digital Pile On Unit is 2-3 hours, and will vary
in an after-school or workshop environment.

Read chapter ahead of class time and refer to the sections labeled
“For The Educator.” Review any group or individual activities
ahead of time for materials needed to maximize in-class time.
Computers with Intermet access can be used for activities labeled
high-tech. Otherwise, paper and writing materials can be used for
those labeled low-tech.

Defined at the end of this section

Char Acromyms Liss, Threat Assessments

INTERNET TACTICS: DIGITAL PILE ON

For The Educator

Tactic Overview

This chapter focuses on how a Digital Pile On starts, who participates, and ways to help
students proactively avoid falling wictim to this type of tactic. It also deals with the most basic
elements of conflict and behavior. Students will learn how to protect themselves when they
are socializing online and what to do if they have been a target of a Digital Pile On.

How A Digital Pile On Happens: The Intemet has its own culture and rules, something
young people don't always grasp as they navigate through this terntory. A Digital Pile On
reflects adolescent behavior that has always been around, whether it is offline or online.
Students assume they are only communicating with their friends when, in fact, their messages
are broadcast to a vast invisible audience. These are classic communication mistakes made by
newbies. Compounding the problem is the fact that unsupervised online areas often breed
incivility. A 2009 AP-MTV Digital Abuse Study found that nearly half of young people (45%)
report that they see people being mean to each other on social networking sites.*

With a Digital Pile On, there is almost always a ringleader, someone with a grudge or 2 moti-
vation. Dr. Rick Brinkman and Dr. Rick Kirchner, authors of Dasiing With People Yox Can't
Stand: How to Bring Ows the Best in Peopie at Their Worsy, have a term for this type of ringleader: a
Sniper. With the anonymity and protection of closed Internet communities, and armed with
a motive, the Sniper has the perfect opportunity to attack with rude comments, sarcastic
humor, and biting commentary, nuch to the amusement of the followers. Since “the Sniper’s
limited power is derived from covert, not overt, activity,” say the authors, the key to dealing
with 2 Sniper is “forcing her out of her hiding place and onto common ground.”” For more
on how to disable the Sniper, see the Combat section.

Most teachers will recognize the “ganging up” aspect in our opening scenario. It’s a familiar
behavioral tactic of girls, which reflects current studies that demonstrate girls are notice-
ably more likely to engage in cyberbullying than boys. Still, other experts caution against
painting the online behavior of girs with the same brush. “There’s 2 tendency to hype up
and overplay the mean girl phenomenon,” says Rachel Simmons, author of Odd G#r/ O=r The
Hidden Culrure of Aggression in Girls. She contends that girls eventually outgrow some of the
behavior® Lyn Mikel Brown, EAD, author of Girffiphting: Betrayal and Rejection Amsong Girls,
explores the deeper undertones to girls’ online behavior. “We are zll complex beings with
the capacity to do harm and to do good, sometimes within the same hour,” she says. “Talk




